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1	
  	
   Introduction	
  

1.1	
  	
   Purpose	
  
	
  
HITRUST  requires  partner  organizations  and  the  individuals  of  partner  organizations  to  meet  certain  
thresholds  before  receiving  authority  to  perform  HITRUST  related  work,  including  assessments  and  
certifications.  The  purpose  of  this  document  is  to  outline  the  requirements  for  those  professional  
services  firms  and  individuals  seeking  approval  to  provide  services  to  organizations  related  to  the  
Common  Security  Framework  (CSF).  All  qualified  resources,  including  both  organizations  and  individuals,  
must  obtain  a  license  to  the  CSF  by  registering  on  HITRUST  Central.    

1.2	
  	
   Qualified	
  Resources	
  
  
HITRUST  defines  two  classifications  of  qualified  resources,  CSF  Assessors  and  CSF  Practitioners.  

CSF  Assessors  is  a  designation  reserved  for  organizations  with  the  core  business  function  of  providing  
security,  risk,  and  consulting  services  to  other  organizations,  particularly  in  the  healthcare  industry.  

CSF  Practitioners  is  a  designation  reserved  for  individuals  who,  as  part  of  a  CSF  Assessor  organization  or  
a  HITRUST  member  organization  (e.g.,  a  hospital),  have  the  background,  experience,  training,  and  
understanding  to  effectively  use  the  CSF.    

1.3	
  	
   External	
  References	
  
  
The  following  HITRUST  documents,  located  on  HITRUST  Central  in  the   ownloads   section,  should  be  
referenced  for  program  background  and  familiarity  with  the  CSF  as  this  document  only  addresses  the  
process  and  requirements  for  organizations  providing  services  for  the  CSF:  

 HITRUST  CSF  Executive  Summary  and  Introduction    
 HITRUST  CSF  Implementation  and  Assessment  Methodology  
 HITRUST  CSF  Assurance  Program  Requirements  
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2	
  	
   CSF	
  Assessors	
  

2.1	
  	
   General	
  
  
CSF  Assessors  are  those  professional  services  firms  that  have  been  approved  by  HITRUST  for  performing  
assessment  and/or  certification  services  associated  with  the  CSF.    

2.2	
  	
   Applying	
  to	
  HITRUST	
  
  
Organizations  seeking  the  CSF  Assessor  designation  must  provide  a  letter  from  an  authorized  member  of  
management  to  HITRUST  committing  the  firm  to  support  HITRUST  member  organizations  with  qualified  
resources  for  any  CSF  related  service.  The  organization  must  also  have  documented  policies  and  
procedures  that  it  follows  to  help  ensure  the  integrity  and  ethics  of  its  employees.  HITRUST  requires  the  
organization  to  provide  a  copy  of  this  documentation  for  review.  Once  approved  by  HITRUST,  this  
documentation  mu   
Organizations  seeking  the  CSF  Assessor  designation  must  complete  and  provide  to  HITRUST  the  
following:    

 CSF  Assessor  application  documents  (attached)     These  documents  serve  to  provide  HITRUST  
with  background  information  on  the  organization  including  scope  of  services  offered,  years  of  
service  in  information  security  and  healthcare  industry,  and  the  number  of  individual  resources  
focused  in  these  areas.  

 Documented  policies  and  procedures  around  how  the  organization  would  complete  any  type  of  
CSF-­‐related  engagement     
assurance  and  review  process  for  ensuring  high  quality  of  services  and  deliverables.  The  
documentation  should  explain  at  a  minimum  how  the  assessment  will  be  conducted,  who  will  be  
reviewing  the  assessment  results,  and  the  deliverables  that  will  be  created..  HITRUST  will  use  
this  documentation  to  gain  confidence  that  assessments  have  been  performed  in  a  thorough  
manner.    

 Documented  policies  and  procedures  the  organization  follows  to  ensure  the  integrity  and  ethics  
of  its  employees    

 The  names  and  resumes  of  the  individuals  committed  to  be  trained  as  HITRUST  CSF  Practitioners  
  As  new  individuals  are  sent  to  training  to  become  HITRUST  CSF  Practitioners,  resumes  must  
also  be  provided  prior  to  the  date  of  the  class.  

HITRUST  requires  the  organization  to  provide  a  copy  of  this  documentation,  which  will  be  used  to  
support  decisions  surrounding  the  competence  and  integrity  of  the  organization,  and  will  keep  all  
documentation  fully  confidential.  Once  approved  by  HITRUST,  this  documentation  must  be  held  and  
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Organizations  seeking  the  CSF  Assessor  designation  must  adhere  to  the  fee-­‐structure  defined  by  
HITRUST  and  execute  the  Common  Security  Framework  Qualified  Assessor  Agreement  to  qualify  for  
providing  CSF  related  services  to  HITRUST  member  organizations.  

Upon  approval  of  the  application  and  policies,  and  execution  of  the  CSF  Assessor  Agreement  by  

as  the  agreement  that  formalizes  the  CSF  Assessor  distinction.  

2.3	
  	
   Resource	
  Requirements	
  
  
The  individual(s)1  from  the  organization  leading  the  team  who  will  perform  the  assessment  and/or  
certification  work  must  be  a  CSF  Practitioner,  meeting  the  requirements  in  addition  to  attending  and  
passing  the  applicable  training  outlined  in  section  3  of  this  document.  It  is  recommended  that  a  majority  
of  the  engagement  team  be  CSF  Practitioners  to  ensure  an  appropriate  understanding  of  healthcare  and  
information  security,  and  the  methodologies,  tools  and  CSF.  

Organizations  will  provide  HITRUST  with  a  resume  of  each  individual  selected  by  the  organization  to  be  a  
CSF  Practitioner  to  validate  education,  years  of  working  experience,  responsibilities  and  any  relevant  
certifications.  Organizations  will  attest  that  the  individuals  seeking  qualification  have  passed  a  criminal  
background  check  at  the  time  of  hire,  which  shall  include  at  a  minimum:  

 Education  for  the  highest-­‐awarded  degree.  
 Prior  full-­‐time  employment.  
 Criminal  records  for  as  far  back  as  the  county/state/federal  governments  have  records.  

  
See  Appendix  C  for  a  letter  template.  

At  a  minimum,  the  assessment  team  will  possess  the  technical  competence  to  match  the  classification  of  
the  HITRUST  member  organization  to  which  services  are  being  provided.  For  example,  if  a  hospital  
system  was  being  assessed,  the  assessment  team  requires  healthcare  knowledge  for  providers  as  
opposed  to  payers.    

2.4	
  	
   Peer	
  Review	
  
  

periodically,  at  least  annually,  perform  an  onsite  peer  review  of  the  CSF  Assessor  organization.  Based  on  
the  organization  and  its  past  performance  of  CSF  related  work,  the  peer  review  will  be  one  or  a  
combination  of  the  following  approaches:    

 HITRUST  will  re-­‐perform  the  assessment/review  of  a  member  organization  to  validate  the  
results  documented  by  the  CSF  Assessor.  

                                                                                                                      
1  The  organization  must  commit  a  minimum  of  5  individuals  to  support  HITRUST  services.  If  this  provision  cannot  be  met  due  to  constraints  on  
the  number  of  client  servicing  individuals  focused  on  healthcare  or  information  security,  the  organization  shall  notify  HITRUST  to  discuss  
alternatives.  



  

6  

This  document  is  the  PROPIETARY  and  CONFIDENTIAL  Information  of  HITRUST,  LLC.  It  may  not  be  used,  disclosed  or  
reproduced,  in  whole  or  in  part,  without  the  express  written  permission  of  HITRUST,  LLC.  

 HITRUST  will  select  an  engagement  that  was  performed  during  the  past  twelve  (12)  months  and  
perform  a  more  rigorous  review  of  the  work  papers,  identify  how  well  the  assessment/review  
activities  were  documented,  and  identify  how  well  the  activities  complied  with  the  CSF  

  policies  and  procedures.  
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3	
  	
   CSF	
  Practitioners    

3.1	
  	
   General	
  
  
CSF  Practitioners  are  those  individuals  working  as  part  of  a  CSF  Assessor  organization  or  HITRUST  
member  organization  who  provide  or  perform  CSF  related  services  or  activities.      

3.2	
  	
   Prerequisites	
  	
  
  
Individual  seeking  the  CSF  Practitioner  designation  must  meet  the  following  requirements:  

 Have,  at  a  minimum,  two  (2)  years  of  expertise  in  the  healthcare  industry  (e.g.,  payer,  provider,  
clearinghouse,  federal).  

 Have,  at  a  minimum,  two  (2)  years  of  information  security  expertise  (e.g.,  threats,  
vulnerabilities,  and  impacts  including  techniques  for  their  reduction  and  control).  
  

A  resume  for  each  individual  must  be  provided  to  HITRUST  to  validate     education,  years  
of  working  experience,  individual  work-­‐related  responsibilities,  and  any  relevant  certifications  achieved  
where  required.  

3.3	
  	
   Training	
  	
  
  
Individuals  seeking  the  CSF  Practitioner  designation  that  have  been  approved  by  HITRUST  as  mentioned  
above  must  initially  attend  and  complete  the  training  offered  by  HITRUST,  and  again  every  third  (3rd)  
year  to  ensure  current  and  consistent  knowledge  of  the  CSF  and  related  tools  and  methodologies.  At  the  
end  of  training,  the  individual  must  successfully  pass  the  final  examination  associated  with  the  course  to  
prove  competence.  

3.4	
  	
   Continued	
  Education	
  	
  	
  
  
Individuals  who  have  attained  the  CSF  Practitioner  designation  must  meet  the  following  continued  
education  requirements  to  maintain  the  designation:  

 Active  involvement  with  the  HITRUST  community.    
 Participation  in  at  least  one  (1)  HITRUST  or  other  healthcare  or  security  committee/working  

group  annually.  
 Maintain  and  submit  proof  to  HITRUST  a  minimum  of  120  CPEs  every  three  (3)  years.  
 Attend  a  HITRUST  training  update  course  annually  and  pass  the  associated  examination.  
 Attend  the  complete  training  offered  by  HITRUST  every  third  (3rd)  year  and  pass  the  associated  

examination.  
 Maintain  employment  in  the  field  of  information  security.  
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Appendix	
  A	
   	
  CSF	
  Assessor	
  Application	
  Letter	
  
CSF  Assessor  Application  Letter  Template.  

Application_Letter_T
EMPLATE.doc   
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Appendix	
  B	
   	
  CSF	
  Assessor	
  Application	
  
CSF  Assessor  Application  Template.  

Application.doc
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Appendix	
  C	
   	
  CSF	
  Assessor	
  Background	
  Check	
  
CSF  Assessor  Background  Check  Letter  Template.  

Background_Check_
TEMPLATE.doc   
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Appendix	
  D	
   	
  CSF	
  Assessor	
  Application	
  Process	
  
CSF  Assessor  Application  Process.  

CSF_Assessor_Applic
ation_Process.pdf   



CSF Assessor [image: A(small) copy]Application



Organizations seeking the CSF Assessor designation must complete and submit this form to HITRUST for review and approval. Please send the completed form to certification@hitrustalliance.net. 

		Representative Name:

[bookmark: Text1]     



		Title:

[bookmark: Text2]     

		Department:

[bookmark: Text3]     



		Company Name:

[bookmark: Text4]     



		Telephone:

[bookmark: Text5]     

		E-mail:

[bookmark: Text6]     



		Information Required

		Response



		Scope of Services Offered

		Identify the types of services that the organization primarily provides to clients.

		[bookmark: Text7]     



		Years of Services - Healthcare

		Identify the number of years the organization has provided services in the healthcare industry.

		[bookmark: Text8]     



		Year of Services – Information Security



		Identify the number of years the organization has provided services in the field of information security.

		[bookmark: Text9]     



		Human and technical resources

		Number of individuals focused on healthcare.

		[bookmark: Text10]     



		

		Number of individuals focused on information security.

		[bookmark: Text11]     



		

		Standards and/or regulations of technical competence.

		[bookmark: Text12]     



		Additional Accreditations

		Provide any other accreditations the organization has related to assessment and/or certification services.

		[bookmark: Text13]     
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[INSERT LETTERHEAD]

Date

HITRUST Alliance

6136 Frisco Square Blvd.

Suite 327

Frisco, TX 75034



[image: Macintosh HD:Users:hillaryboulden:Desktop:MCC_WIP:MCC_WIP_2-3:08-HIT-013 (CorpID):MECHs:DocCover_footer.jpg]Dear HITRUST:

[bookmark: Text1][bookmark: Text2]      (hereafter “     ”) is pleased to formally request CSF Assessor status with Health Information Trust Alliance (“HITRUST Alliance”). This letter serves to affirm the following:

·       has reviewed, understood and is committed to providing services in accordance with the HITRUST policies, procedures, and guidelines provided.

·       will provide adequate, experienced resources to deliver HITRUST related services to member organizations.

·       will maintain ethical practices in the delivery of HITRUST related services to member organizations.

·       will continue to support HITRUST through active involvement in committees, participation in online support through the forum, and provide thought leadership to be posted by HITRUST and made available to its participants.

      looks forward to providing high quality security solutions to our customers in the healthcare industry. 

[bookmark: Text8][bookmark: Text9]Once the application process is complete in its entirety, please communicate HITRUST Alliance’s acceptance of our CSF Assessor request directly to      ’s point of contact,      . 



Sincerely,

Representative Signature

Representative Name

Representative Title

Representative Email

Representative Phone
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organizations


· Will ensure the integrity and ethical 


practices of its employees


HITRUST CSF Assessor 


Application


certification@HITRUSTalliance.net 
HITRUST CSF Assessor 


Agreement


Approved purchase 


order / invoice


· Attestation that each individual 


passed a criminal background 


check


· Resume for each individual 


attending training


· HITRUST training schedule


Review HITRUST 


Qualified 


Resource 


Requirements 


Draft a letter to 


HITRUST from an 


authorized 


representative 


Complete the 


HITRUST 


application form 


Submit letter, 


application, 


individuals’ names, 


and policies/


procedures to 


HITRUST 


Document the names of 


the individuals interested 


in becoming CSF 


Practitioners 


Application 


reviewed by 


HITRUST?


Execute CSF 


Assessor 


Agreement 


Submit agreement 


and payment to 


HITRUST 


Review 


justification


Individuals 


complete CSF 


Practitioner 


training 


Approved


Rejected


HITRUST submits 


approval letter 


formalizing CSF 


Assessor designation. 
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[INSERT LETTERHEAD]

Date

HITRUST Alliance

6136 Frisco Square Blvd.

Suite 327

Frisco, TX 75034



[image: Macintosh HD:Users:hillaryboulden:Desktop:MCC_WIP:MCC_WIP_2-3:08-HIT-013 (CorpID):MECHs:DocCover_footer.jpg]Dear HITRUST:

[bookmark: Text2]Organization Full Name (hereafter “Organization Alias”), in conjunction with Organization’s status as a CSF Assessor, affirms that Organization has performed reasonable due diligence in investigating the history of the individual(s) named below with a focus on professional, educational, and criminal background:

1.      

2.      

3.      

4.      

5.      

In accordance with Organization’s policies and procedures, specifically the following areas were included in the check:

· Education for the highest-awarded degree.

· Employment for the last 5 years.

· Criminal records for as far back as the county/state/federal governments have records.

For each individual, Organization found no discrepancies or areas for concern:



Sincerely,

Representative Signature

Representative Name

Representative Title

Representative Email

Representative Phone
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